PRIVACY POLICY

Last Updated: June 11, 2026

Appside Technologies LTD ("Company", "we", "us", or "our") operates the Al
Music & Song Generator mobile application (the "Application"). We are deeply
committed to protecting your privacy. This Privacy Policy explains our practices
regarding data collection, transmission, and retention.

1. The Core Principle: Privacy Through Zero-Data Retention

Our fundamental privacy philosophy is that your personal data and creative assets
belong exclusively to you. To ensure and uphold absolute user privacy, we do
not store, archive, or maintain any of your personal information, local files,
prompts, lyrics, or generated music tracks on our servers.

e Local Storage & Backup Warning: All user-generated inputs, text lyrics,
and final audio songs are stored strictly and locally on your physical mobile
device. Because we prioritize your privacy and do not keep a copy of your
creations on our servers, you are entirely responsible for backing up and
saving your files. If you uninstall the Application, clear app data, or
replace/lose your device, your generated tracks will be permanently erased
and cannot be recovered by us.

« Real-Time Data Conduit: When you initiate a song generation request, the
necessary text prompts, lyrics, and style choices are routed through our
servers to communicate with our Al Providers. This process is treated as a
secure, real-time data conduit. The data is cleared instantly from our server
memory as soon as the APl response is delivered back to your device.

2. Information Handled by Third-Party Services

While we do not store your data on our own infrastructure, the Application
integrates industry-standard third-party Software Development Kits (SDKs) and
APIs to enable functionality, analytics, and subscription fulfillment. These providers
collect and process data according to their own privacy policies:

« Al Generation Providers (MiniMax, Replicate & Kie Al): Text prompts,
selected genres, vibes, and lyrics are processed by these providers solely to
generate the requested audio outputs. Please be aware that while the
Company does not store your data, certain third-party Al Providers (such as
MiniMax operated by Nanonoble Pte. Ltd.) explicitly state in their terms that
they may use inputs and generated content to train, develop, and improve
their Al models and algorithms. By using our Application, you consent to
your inputs being processed by these third parties under their respective
privacy frameworks.

e Subscription Management (RevenueCat): Used to track and manage
subscription statuses, credit allocations, and purchase history. RevenueCat



processes transaction details via anonymous or pseudonymous tokens
provided by Apple.

e Analytics and Performance (Firebase & Google Analytics for
Firebase): We use these tools to collect non-personally identifiable
information, such as app crash logs, device models, operating system
versions, and generalized usage statistics (e.g., number of songs generated)
to help us optimize app stability and performance.

3. Device Permissions

To provide the core features of the Application, we may request certain permissions
on your device, such as:

o Storage/Media Library Access: To allow you to save the generated music
tracks or lyrics directly onto your device, or to upload custom text/lyrics files.

« Notifications: To notify you when a background music generation task is
complete or to inform you about credit updates (only if you explicitly grant
permission).

4. Data Security

Because your inputs and generated music files are stored locally on your device,
the security of your content relies heavily on your device's built-in security features
(passcodes, biometrics, and secure sandbox environments). We secure the
transmission of data from your device to our third-party Al Providers using
encrypted industry-standard protocols (HTTPS/TLS).

5. Children's Privacy
Our Services are not directed to individuals under the age of 13. We do not
knowingly collect personal information from children. Since we do not collect or

store any personal data on our servers from any users, we do not intentionally
possess data belonging to children.

6. Changes to This Privacy Policy

We may update our Privacy Policy from time to time. We will notify you of any
changes by posting the new Privacy Policy within the Application and updating the
"Last Updated" date at the top of this policy.

7.Contact Us

If you have any questions or concerns regarding this Privacy Policy, please contact
us at: Appside Technologies LTD Email: support@appside.app



